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Audience Poll: What Percentage of Log4J 
Downloads are still a Vulnerable Version? 

2810 6379



Apache Log4J Vulnerable Downloads

See live results on: https://www.sonatype.com/resources/log4j-vulnerability-resource-center



Welcome!

Agenda:

● Market Trends in Open Source
● How Companies Address the Shift in 

Open Source 
● From Automobile Supply Chain to 

Software Supply Chain - Sonatype Vision
● Key Takeaways



Central





Every 
Organisation 

Relies on 
OSS Code

of a modern app is 
comprised of OSS, third 
party libraries

10%90%
of a modern app is 
written, first-party code





Open Source Realities



| Open Source Realities

Source: 2022 State of the Software Supply Chain Report, Sonatype

https://www.sonatype.com/state-of-the-software-supply-chain/introduction
https://www.sonatype.com/state-of-the-software-supply-chain/introduction
https://www.sonatype.com/state-of-the-software-supply-chain/introduction


| Software Development Challenges

3x Increase



| Software Supply Chain Attacks Timeline

JULY ‘19 JUNE ‘19 DEC ‘19 APRIL ‘20 MAY ‘20 DEC ‘20 FEB ‘21 APRIL ‘21 JULY ‘21 DEC ‘21 APRIL ‘22 …

PyPi package 
discovered 
with back-door 
vulnerability

Vulnerability 

announced but not 

removed

SolarWinds

18k customers 

affected by trojanized 

automatic updates

NameSpace 
Confusion

35 big-tech firms 

attacked through 

novel SSC hack 

approach

Spring4Shell

0-day remote code 

execution flaw critical 

vulnerabilities in the 

Spring Framework

CodeCov

Customer credentials 

stolen via CI through 

Docker build process 

mistake

Log4J

Attackers employ 

mass exploitation on 

published flaw

Octopus 
Scanner

20 Open Source 

packages found 

compromised -

NetBrains IDE target

Kaseya

Ransomware 

hackers discovered 

and exploited zero-

day vuln. and 

attacked 1,500 

victims 

Malware on 
RubyGems

400 malware gems 

removed from 

RubyGems inc. atlas-

client which had 2.1k 

downloads

Python 
Libraries

Libraries caught 

stealing GPG keys 

and SSH

Crypto Attack 
via NPM

NPM package 

contained malicious 

code. Agama shifted 

$13m of currency 

before impending 

attack



| Software Development Challenges

Developers
Need tight dev loops and frequent 
deployments
Focused on meeting business requirements
Don't have the information
Don’t want to be slowed

Security / QA / Compliance
All exists outside of dev workflow.
Create gates to keep up with velocity of 
OSS

NEED TO BRIDGE 
THE DIVIDE



| Manual governance DOES NOT
scale.

Security Teams
spend too much time 
researching vulns and 
arguing with developers; 
and not enough time 
defining and enforcing 
policy.

Ops Teams
lack SBOM visibility and 
ability to respond rapidly 
and efficiently to new 
zero-day disclosures.

Developers
ignore policy and 
processes, or simply 
work around it.

Legal Teams
waste time reviewing 
license types, obligation 
reporting, and copyright 
rules which slows down 
development.



Self Evaluation: 
If I told you about a new vulnerability right now. Can you tell me:

❏ Are you even using this exact component?

❏ In which applications?

❏ Can you track the remediation across the portfolio?

❏ How long until you could ship/deploy an update?



To solve the innovation challenge, you must 
have collaboration between:

OPS  TEAMS
DEVELOPMENT 

TEAMS

SECURITY 

TEAMS



We are not 
the first industry

to face a

Supply Chain 
challenge



SUPPLIERS

Open Source 
Projects

WAREHOUSES

Component 
Repositories

MANUFACTURERS

Software 
Development 

Teams

FINISHED 
GOODS

Software 
Applications



W. Edwards Deming

What is software supply 
chain management?
A new, yet proven, way 
of thinking. 

1. Source parts from fewer and 
better suppliers.

2. Use only the highest quality parts.
3. Never pass known defects 

downstream.
4. Continuously track location of 

every part.



| Sonatype automatically enforce OSS policy



Sonatype® Platform

The world's first and most 

trusted binary repository for 

Open Source Software

Behavioral analysis and AI-

driven tool to identify and 

quarantine malicious and 

suspicious components

ManageDefendEmpower

Automated workflow 

for security policy and 

compliance review and 

recommendations 



Thank You!

Key Takeaways
1. 90% of a modern application is composed of open-source 

libraries
2. Exponential growth in demand and supply of open source 

components on public libraries
3. 245,000 malicious components discovered since 2019 
4. Software supply chains are under attacks - operating them 

become critical to your organisation
5. Supply chain principles - source better, use highest quality, 

no defects downstream, continuously track
6. Automate your OSS policies across the SDLC - manual 

governance does not scale!
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